0 MEPAX 10 NOBbILWEHUIO 3ALLULLEHHOCTHK
UWHOOPMALLUOHHOU UHOPACTPYKTYPbI

OBLIEPOCCHIUCKOr0 NPO®COIO3A 06PA30BAHUS

[NMpenocTaBneHHble NpaBuna obecneveHns 6e30MacHOCTM HampaBfeHbl Ha 3aLLy-
Ty KOMMbIOTEPHBIX CUCTEM MPOPCOIO3HbBIX OpraHW3auyi, CeTeBOM UHPPACTPYKTYPbI,
a TaK>Ke NTIUYHbBIX YCTPOWCTB COTPYLOHMKOB.

MEPCOHAJIbHO COTPYJHUKAM OPFAHU3ALUA
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YctaHoBUTE AHTMBUMPYCHble peLleHNA Ha BCe KOMIMbKOTEPDbI N JTUYHbIe YCTpOl;ICTBa N OeP>KN-
Te UX OOHOBIIEHHBIMU.

OTkniounTte aBTOMaTUUECKOE OOHOBIIEHME OMepaLyOHHOW CUCTEMbI Ha CTalMOHapHbIX
M MOBGUNBHBIX YCTPOUCTBAX.

CMeHUuTe nouTy, KoTopasa ykasaHa B OHlamH-6aHKe, rocycryrax u T.4., eCfiv oHa HaxoamMTCa
Ha KakoM-1b0o 13 MHOCTPaHHbIX cepauncos (Gmail, Yahoo v op.), coenante ocHOBHOW O/19 aB-
TopU3aLyM MOUTOBLIN afpec POCCUMIMCKOro npoBanaepa noutosbix yenyr (Yandex, Mail nt.a.)

ChoenanTe pesepBHble KOMMK BCEM BaXKHOW O/19 Bac MHPOpMaL MM M3 MHOCTPaHHbIX obray-
HbIx cepBucos (OneDrive, Google 1 T.n.) Ha poccuickue nnatdopmbl (Yandex, Mail v op.)

Cpoenante oddnamH Konmm HoOMepPoB TenePoHa BarkHbIX /19 BAC KOHTAKTOB.

3aBegute 6aHKkoBCKyo KapTy MUP, HocuTe ¢ cobom Ha cnydan OTKIroUYEHNA cUucTeM bec-
KOHTaKTHOW onnathbl Ha BaLLeM TenedoHe.

B cnyuae nonyyeHuUs 3BOHKOB MM COOBLLIEHUMW OT HEW3BECTHbIX /ML, KOTOPblE BblOakoT
cebsa 3a COTPYOHMKOB roCopraHoB MM cneuymanmcToB 6aHKOBCKOM Cy»6bl MOOOEPMKM,
He CcoobLLanTe MM HUKAKMX JTMUHBIX OaHHbIX UM OaHHbIX, CBA3aHHbIX C BalLlen paboTon,
BK/ItOUAdA NepcoHasbHble AaHHble BalLLVX KOer.

[ob6aBbTe OBYXPaKTOPHYIO aBTOPM3aLLMIO /159 CBOMX aKKayHTOB B COLMasIbHbIX CETAX U Cep-
BMCax Besfe, roe aTo BO3IMOXKHO. B crnyuae B3/1oMa BalLlero naposis Takas Mepa noMoxxeT
3aLLMTUTb BalLM OaHHble.

OTBETCTBEHHbBIM 3A UHOPACTPYKTYPY OPTAHU3ALIMU
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YcTtaHoBUTe Ha BCce KOMMbOTEPDbI 1 JTNYHbIE yCTpOI;ICTBa AHTMBUMPYCHblE peLlueHnd 1 Oep-
YKUTE UX OOHOBIIEHHBIMU.

=
W ifi B opraHunsaLmm cMeHuTe naponm ot 6ecnpoBoaHbix ceTer. OTKPbIThIX CeTel 6biTb HE OOMMKHO.
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Cpenaunte odnanH KOMMM BCEX BaXKHbIX [OKYMEHTOB. MakcuManbHO orpaHuubTe yoaneH-
HbIM OOCTYN nocpencTBoM ceTu «VIHTepHeT» K MHGOPMALIMOHHBIM CUCTeMaM a4 agMum-
HNUCTPAaTOPOB M NoMb30BaTENEN.

OTknounTe akkayHThl B Beb-CcepBucax, eCriv Bbl MMM BOMbLLIE HE MOSb3yeTech.
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MUcnonbsynte B paboTe KOMMbIOTEPHOM CeTU nporpamMmbl  dunsTpauumn Tpaduka
(Firewall).

Bnoknpynrte tpadurk 13 TeHEBOro cermMeHTa MHTEpHeTa. AKTyaslbHbIM CMMCOK pPEecypcoB
MOXXHO HaMTh No afpecy https://www.dan.me.uk/tornodes

OTOEJ/IbHOE BHUMAHUWE OBPALLAEM Ha BO3MOXHOCTb MCMOSb30BaHWA uepes
coupasibHble CeTM U MecCeHmKepbl MHGopMaLMM O MPM3biBax K PaCKpPbITUIO CBeOeHUN
06 0COBEHHOCTAX GYHKLIMOHNPOBAHNS MHGOPMALIMOHHBIX CUCTEM OpraHM3aLmMm, NpenocTaB-
NeHnn MHbopMaLMM OS19 aBTopUsaLMM U HaNMMUMK YA3BUMOCTEN C LIeNbio MPOHMKHOBEHMWA
B MHOOPMALIMOHHBIE  CUCTEMbI U pPasMeLLeHUa  MPOTUBOMPAaBHOW  MHPOPMAaLMN.
HeobxoomMmo goBecTy MHPOopMaLmMio OO BCEX COTPYOHMKOB O HEeOOmyCTMMOCTM PacKpPbITUS
nobor MHPOPMaLMKM, KOTopasi KacaeTca MHPPAaCTPYKTYPbl BaLLIEro opraHmsauyjn.

[l BEb-PECYPCOB OPTAHU3ALIUK
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He XpaHunTe nepCoHasibHble JaHHbIE Ha Be6—pecypca><, B TOM UMcCJie B coumalibHbIX CeTAX.

Ypganute cuctemMbl noAcyeTa n cbopa faHHbIX O MOCETUTENAX, CEPBMCOB MNPeaoCTaBeHNd
MHbOPMaLMM O MECTOMOOXEHUN N NHBIX CEPBUCOB, paspaboTaHHbIX MHOCTPAHHbIMK Op-
raHmnsaumamn (Hanpmmep, cepeucos onthe.io, ReCAPTCHA, YouTube, Google Analytics,
Google Maps, Google Translate, Google Analytics v op.).

He ucnonbsynte dopmbl cbopa MHPOPMaLMM C UCMOMb30OBaHMEM CEPBUCOB, NpuHane-
YKaLLIMX MHOCTPaHHbIM OpraHM3aLmaMm.

He ncnonb3ynTe BCTpOEHHble BMOEO- U ayamo-dannbl, Unu gpyrme cepBUChl, KOTOpble
MCNOMb3YIOT NHTEepdenc BsanmomencTema AP, «<BUOIKETb» 1M OPYrMe pecypchbl, 3arpy»aemMble
CO CTOPOHHMX CalTOB, 3aMEHMB UX MPU HEOHGXOOMMOCTM M’MNEPCCHISTKOW Ha TakMe Pecypchbl.

OBLUWE NPABKJIA PABOTbI C UHGOPMALLMEN

_/ Y KaykOow HOBOCTW OOS/HKEH O6biTb MCTOUHMK MHbOpMauuMK. He cTonT noBepaTb
_l aHOHWUMHbBIM aBTOpPaM B COLIMarbHbIX CETAX.

/ [MNocMoTpuTe Opyrme cTaTtbk aBTopa HOBOCTU. Kak AaBHO BbIXOOAT MOCTbl OT aBTO-
Vi pa 1 Ha Kakyto TeMaTuKy.

HpOBepre Oaty nocra. ,D,J'IFI 3TOINo yKaxXmnte B MNMOUNMCKOBMKE KJIKOWEBbIE CrlioBa.

HoBOCTb MOXKET OKa3aTbCs nepernocTtomM CTapOI;I 3arimcu inn ga ke OI'|y6J'Il/IKOBaHa
0O CaMOoro CcobbITUA.

—/ He cyonTte HOBOCTb MM MOCT MO ero 3arosnoBky. Ytobbl coenaTtb OLEHKY MaTepu-
_l ana, npoynTamTe BECb MOCT LIENTUKOM.

_/ CrapanTecb ougHMBaTb MHGOPMALIMIO HENPenB3ATOo, BallM B3rNadbl U yoexxae-
_I HMA MOTYT NOBMATL Ha BOCNPUATUE MHDOPMALLNN.

_/ He cumTanTe 3a30pHbIM CMPOCUTE MHEHWE SKCMEPTOB UM UeOBEKA, KOTOPbLIN,
_I Ha BalLl B3rna4d, B 9TOM pasbupaeTcs.



